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1. HEJIM U 3AJIAYU NU3YUYEHUA JUCHUIIJINHBbI
Ilean ocBOeHUSI M CIUIINHBI.
® OCBOCHHE CTYJEHTOM OCHOBHBIX METOJIOB 1 CPEJICTB aHAJIM3a MPOTPAMMHBIX pealli3alIui;
e opra"uzanus 3amuThl [10 0T BO31€MCTBUI BPEAOHOCHOTO XapaKTepa;
3agaun ocBOEHMS TUCIUILINHDBI.
e (GOopMUPOBAHKE HABBIKOB 3KCTICPTU3HI KAY€CTBA U HAJIKHOCTU PealTu3aluii IPOrpaMMHBIX
Y TIPOrpaMMHO-aNMapaTHRIX CPeACTB obecreueHuss HHPOPMAIIMOHHON 0€30MacCHOCTH;
e (opmMupoBaHHE HABBIKOB aHAJIN3a MPOTPAMMHBIX peaTU3alliuid Ha MMPEAMET HATHYUHUS
HEJIOKYMEHTHUPOBAaHHBIX BO3MOXKHOCTEH;
e (GOpMUPOBAHKE HABLIKOB BBISBICHUS BPEIOHOCHOTO MPOTPAMMHOT0 00€CIICUCHHSI U
MIPOTPaMMHBIX 3aKJIa0K;
e (opmMupoBaHHE HABBIKOB OIICHKH OMACHOCTH Y OOHAPYKEHHBIX BPEJOHOCHBIX MPOTPaMM;
¢ pa3BUTHC HABBIKOB IUTAHUPOBAHUS PAOOT 10 JIOKATU3AIUH TIOCICICTBUN U MPECCUYCHUIO
oOHapyKEHHOMN aTaKy;
® Ppa3BUTHE HABBIKOB OPraHU3AIMH aHTUBUPYCHOM 3aIllUTHI;
e (¢dopMUpOBaHHE HABBIKOB 3alllUTHl MPOTPAMMHBIX peallu3allMd OT H3Y4YeHUs U
Mo (UK.

2. MECTO JUCHHUIIJIMHBI B CTPYKTYPE OIIOII
JucuunimHa OTHOCUTCS K 4uciay 0a30BbIX IUCHUIUIMH creuuanu3aiuun bl.b B pamkax
npodeccuonanpHoro 1HKIa bl o00pazoBaTelbHON TporpaMMbl M YHTACTCI B §8-M CeMecTpe
CTyIeHTaM crienuanbHoCcTH «KoMibroTepHas 6e30macHOCTb» 0YHOU (hOpMBI 00yUYEHUSI.

JUis yCHemHoro u3y4eHus: JUCLMILIMHBI He0OXOAUMBl 3HAHUS M yMEHUs, IpUOOpEeTEeHHbIE B
pe3ynbrare ocBOoeHMsI KypcoB «MHpopmarukay, «AmNmaparHble CpeICTBAa BBIYMCIUTEIbHON
TEeXHUKW», «3aluTa B ONEpallMOHHBIX cucTeMax», «CUCTeMbl U CeTH mepenadu MHPOpMaLuny,
«Teopust mceBmociaydallHBIX TeHepaTopoB», «Matematudyeckue monenun MCy», «TexHudeckas
3ammrTa uHpopMmauuny, «CHCTeMHBIH aHanu3», Teopus UIp M HCCIEIOBAaHUE OIeparuii,
«Teopust BBIMUCIUTENBHON CIOKHOCTIY, «Hekiraccuueckue JIOruKn.

Pe3ynbTaThl OCBOEHHUS JAUCHUIUIMHBI OyAyT HEOOXOAMMBI JUId JajbHEHIIero mporecca
oOydeHuss B paMKax MO3TAHOTO (OPMUPOBAHUS KOMIETEHIMH MpU H3yYEHUU CIIEAYIOINX
IUCUUIUIMH:  «Mogenu 0e30HacHOCTH KOMIBIOTEPHBIX cHcTeM», «OCHOBBI IOCTPOEHUS
3alMIIEHHBIX KOMIIBIOTEPHBIX ceTeil», «OCHOBBI TNOCTPOCHHUS 3alIMIIEHHBIX 0a3 JaHHBIXY,
«Kpunrorpagpuueckue MeTo bl 3alMThl HHpopManuny», «Kpunrorpapuieckrue IpoOTOKOIbI»,
«Mertonpl anredpandeckoil TeoMeTpuu B Kpuntorpadgumn», «AHalIu3 ys3BUMOCTENH MPOrpaMMHOIO
obecrieueHuss», «Meroapl BepuduKanMU», a TaKkKe JUIA  NPOXOXKAEHUS  y4eOHON,
IIPOU3BOJCTBEHHOM U NIPEIIUIITIOMHON IPAKTHK, TOCYJAPCTBEHHOW UTOIOBOM aTTECTALUN.

3. HEPEYEHD IINTAHUPYEMBbIX PE3YJBbTATOB OBYUYEHUA 110 JUCHUIIJIMHE
MOAYJIIO), COTHECEHBIX C INTAHUPYEMbBIMU PE3YJIbTATAMUN OCBOEHUSA
OBPA3OBATEJIbHOM ITPOI'PAMMBI

[Ipomecc w3yueHUss AUCHUIUIMHBI «3alUTa TMporpaMM H JaHHBIX» HAMNpaBJIIeH Ha
(hopMUpOBaHUE CIETYIOMINX KOMIIETCHIIUH.

Kox wu  HammeHoBanume  peanmsyemoii | IlepeueHp IIaHUpYEeMBIX peE3yJIbTATOB OOyYEHHs IO
KOMIIETEHIINN TUCHHIUINHE (MOJIYJII0), COOTHECEHHBIX C WHAMKATOPaMHU
JOCTH)KEHHSI KOMIIETEHITUI

OIIK-2 crmocoOHOCTBI0 KOPPEKTHO MPUMEHSTH | 3HATH:
IPU  PENIEHWM MPO(QECCHOHANBHBIX  3a]a4 | M3BECTHBIE MATEMATHIECKUE MOJIEN OE30MIaCHOCTH
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amnmapar MaTeMaTUYECKOTO aHaJn3a,
TE€OMETPHH, anredpsl, JUCKPETHOM
MaTeMaTHKH, MaTeMaTHYeCKOW  JIOTHKH,

TEOPUH AITOPUTMOB, TEOPUM BEPOATHOCTEH,
MaTeMaTHYECKOM CTaTHUCTHKH, TEOpUHU
nH(GOPMAITUH, TEOPETHKO-IUCIOBBIX METOIOB

KOMITBIOTEPHBIX CUCTEM

YMers:
aHATM3UPOBATH " OIICHUBATH yTPO3bI
nHpopManMOHHOM  Oe30macHOCTH  O0BEKTa ¢

IIOMOIIBKO HWHCTPYMCHTOB CTATUCTHKH, YHUCIICHHBIX
METOOOB, TCOPHU AJITOPUTMOB

Bunaners:
cnocobamMu, METOJAaMHU M KPUTEPUSMU  OLEHKHU
3¢ ()EKTHBHOCTH  pealu3alid  CHCTEM  3allUThI
nHpopmaluu
IK-2 CITOCOOHOCTBIO y4acTBOBATh B | 3HAThb:
TEOPETUIECKUX u 9KCIEPUMEHTANIBHBIX | CYOTHOCTH U MTOHITHE HHPOPMAIHH, HTHPOPMAITHOHHON
HayYHO-HCCIIENIOBATENBCKUX  paboTax 110 | GE30MaCHOCTH U XapaKTEPUCTHUKY €€ COCTABIISIONINX;
OLCHKe  3alIMIICHHOCTH HMHPOPMALMH B | - cpencTBa M CIIOCOOH! 06eceueH s HHMOPMALHOHHOI
KOMIIBIOTCPHBIX CHUCTEMAX, COCTAaBIIATh | Ge30MaCHOCTH, IPUHLUIIBI TIOCTPOCHUS CHCTEM 3aLHUThI

Hay4HbIE OTYETHI, 0030pbI IO pE3yJIbTaTaM
BBITIOJIHEHUS UCCIIEIOBAHUM

nHpOpPMALTUH

YMeTs:

aHaIN3UPOBATH U OIICHUBATH YTPO3BI HHPOPMAIIMOHHOM
0e3omacHOCTH 00BEKTa

Bnaners:

METOJIaMH aHajm3a 0€30MacHOCTH WH()OPMAITHOHHBIX
cucteM Ha 0ase mpombinuieHHBIX CYB/I; - HaBbIkaMu
(dhopmupoBaHus TpebOBaHUIl 10 3amKUTe HHPOPMAITHN

IIK-3 cmocoOHOCTRIO TPOBOAWUTH  AHAIHU3
0e30MacHOCTH  KOMIMBIOTEPHBIX CHUCTEM Ha
COOTBETCTBHE OTCYCCTBEHHBIM U 3apyOE)KHBIM
cTaHmapraM B  00JacTH  KOMITBIOTEPHOMN
Oe3omacHOCTH

3HaTh:

CrniocoObI aHamnM3a U OLUEHKH yTrpo3bl HHPOPMAIIMOHHOM
0e3o0macHOCTH 00BEKTA

YMeTs:

MNPUMCHATH OTCUCCTBCHHEBIC U 3ap}/66)KHbIe CTaHAapThI AJIA
MPOSKTUPOBAHUSI, Pa3pabOTKU U OIICHUBAHHUS
3aIUICHHOCTH KOMIIBIOTEPHOW CUCTEMBI

BnaneTs:

METOJIaMH aHaIN3a 0€30MaCHOCTH HHPOPMAITUOHHBIX
cucteM Ha 0ase mpombinuieHHbIX CYB/I; - HaBbIkaMu
(dhopMupoBaHus TpeOOBaHUH 10 3aIUTe HHPOPMAIIUU

IIK-4 crmocoOHOCTBIO TIPOBOJIUTH aHAU3 W
y4acTBOBaTh B pPa3padOTKe MaTeMaTHYECKUX

3HAaThb:
HN3BCCTHBIC MAaTEMATHYCCKHUEC MOACIIN 6e3OHaCHOCTI/I

MojaeseHn 0€30IMacHOCTH KOMITIBIOTCPHBIX | KOMIBIOTEPHBIX CUCTEM
CUCTEM VYMeTh:
MPOBOJIMTH QHAJIN3 M y4acTBOBATh B pa3paboTKe
MaTEMATHYCCKUX MOﬂeHeﬁ 0€e30I1aCHOCTH KOMITBIOTEPHBIX
CHUCTEM
BnaneTs:
METOJaMU pa3pa60TKH MaTEMATHYCCKUX MOHCHCﬁ
0€30I1aCHOCTH KOMIIbIOTCPHBIX CUCTEM
I[IK-6  cmocoOHOCTBIO ~ ydyacTBOBaTh B | 3HATH!
pa3paboTKe TNPOEKTHOW M TEXHHYECKOW | OCHOBHBIE HOPMbI PAGOTHI C HAYYHO-TEXHHYECKOM,
JAOKYMCHTalN HOpMaTHBHOfI u OpFaHI/I3aHI/IOHHO'paCHOpHHHTCHBHOﬁ

JIOKyMEHTalen

YMerTsh.

MPUMEHSATH HOPMATUBHO -TEXHUYECKYIO TOKYMEHTALIUIO B
pa3paboTKe MPOEKTHON M TEXHUIECKOH TOKyMEHTAITUH
Bnaners:
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HaBBIKAMH pa3pa0OTKH MPOEKTHON U TEXHHYECKON

JIOKYMEHTAIHU
IIK-7 cmocoOHOCTRIO TIPOBOAUTH  aHAIN3 | 3HATH:
NPOEKTHBIX ~ PENIEHMH 10  OOECTMEYEHHUIO | METOMBI, CMOCOOBI aHANM3 MPOEKTHBIX PENIEHUH 110

3alMUIICHHOCTH KOMIIBIOTEPHBIX CUCTEM

O6CCHC‘ICHI/I}O 3alMUIICHHOCTHU KOMHLIOTCpHLIX CUCTEM
VYMeTh:

OPpUMCHATH METOIHBI, CHOCO6I)I aHaJIn3 IMPOCKTHBIX
peleHui o obecIieueHnIo 3aIUIIIEHHOCTH
KOMITIBIOTCPHBIX CUCTEM.

Bnanets:

METOJIaMH, CIIOCO0aMU aHalN3 TMPOEKTHBIX PEMIeHUH 0o
00eCneUeHUIO0 3alIMIIEHHOCTH KOMITBIOTEPHBIX CUCTEM.

I[IK-8  cmocoOHOCTBIO ~ ydacTBOBaTb B
pa3paboTke MOACUCTEMBl WHGOPMAIMOHHON
0€301acHOCTH KOMITBIOTEPHON CHCTEMBI

3HaTh:

TPUHIHUIIBI TOCTPOSHHMS TTOJICHCTEM 3aIIUTHl HHPOPMAIHN
YMers:

NPUMEHATH TPHHIMIBL TTOCTPOCHUS ITOJCHCTEM 3al[UThI
nH(pOpMAaITUH.
Buaners:
NPUHIUITAMH
nHpOpPMALIUH.

IMOCTPOCHU OJACHUCTEM 3alIUThI

I1K-10 CIOCOOHOCTBIO OILICHUBATh
3¢ (EeKTUBHOCTD pealu3alid CHCTEM 3allUuThI
uHQOpMAMH W JCHCTBYIOIIMX  ITOJUTHK
0e30MacHOCTH B KOMIIBIOTEPHBIX CHCTEMAaX,

3HaTh:

CIOCOOBI, METOABl W KPUTEPUH OICHKH 3PPEKTUBHOCTH
peanu3aiyy CUCTEM 3allluThl HHPOPMAIHH.

YMers:

BKJIIO9asd 3alIUIIEHHBIE ONCPallMOHHBIC | 10p30BaThC  CHOCOOAMH, METOJAMU W KPUTEPHSIMH
CHCTCMBI, ~CHCTEMBI  YNpaBICHHA 0a3aMH | orenxu  3((GEKTHBHOCTH pPEANM3aIHH CHCTEM 3aIlUThI
J@HHBIX, ~KOMIIBIOTCPHBIC ~CETH, CHCTeMBI | yadopmarun.

AHTHBUPYCHOM 3alIHTHI, CPEACTBA | BraneTs:

KpUNTOrpaduyecKoi 3auThl HHhOpMaIu cocobamMM,  METOJAaMH W KPHUTEPHSIMH  OIIEHKH
s dexkTuBHOCTH peanuzanuu CUCTEM 3aIUTHI
nH(bOpMaITHH.

I[IK-11  crocoOHOCTRIO  y4acTBOBaTh B | 3HATH:

IIPOBEICHUH 9KCIIEPUMEHTAIBHO- | TpeOOBaHUS HOPMATUBHO - TEXHUYECKHUX OKYMEHTOB IIO

MCCIIEIOBATENILCKMX PabOT INPU TIPOBEIEHUHM | IIPOBEICHHUIO cepTuduKanuu CPEICTB 3aIUTHI

cepTU(UKALUK CPEJICTB 3alUTHl HHPOPMAIHU
B KOMITBIOTEPHBIX CHCTEMax MO TPeOOBAHUSIM
0e3o0rmacHOCTH MH(POPMAITHN

WHPOPMAIIMN B KOMIBIOTEPHBIX CHCTEMaX MO TPEOOBAHHAM
0e3omacHOCTH HH(POPMALIUH.

YMeTs:
ITOJIB30BaATLCA HOpMaTI/IBHO - TCXHUYCCKUX ILOK}/MCHTOB 10
HpOBeZ[eHI/IIO CepTI/I(I)I/IKaI_II/II/I CpeL[CTB 3alIUThI

nH(opManuK B KOMIBIOTEPHBIX CHCTEMAaX IO TPeOOBaHHUAM
0e3onacHOCTH HHPOPMALIUH.

Buaners:

npuéMamMu, TpaBWIAMH  IPOBEACHUIO  CcepTUDUKAINN
Cpe/CTB 3aIIUThl HHQOpPMAIIUU B KOMIIBIOTEPHBIX CHCTEMAaX
0 TpeOoBaHUIM 0€301aCHOCTH HH(POPMALIUH.

[1K-18 CIOCOOHOCTBIO MPOU3BOIUTH
YCTaHOBKY, HaJIaIKy, TECTUPOBAHUEC u
00CITy’)KNBaHHWE COBPEMEHHBIX IPOTrPAMMHO-

3HaTh:
OCHOBHBIE CPEJICTBA M CIIOCOOBI 00eCTIEYEeHHsI
HH(bOpMa].[PIOHHOfI 6C3OHaCHOCTI/I, Hpe,[[OCTaBJ'ISIeMLIC

anrapaTHbIX CpEACTB 00eCreYeHus | cucTeMaMu yrpaBiieHus 0a3aMu JIAHHBIX; - IPUHIIAIIBI
MH()OPMAHOHHOK 0€30IMaCHOCTH | TTIOCTPOEHHSI CUCTEM 3aLIUTHI MH(POPMALIUH
KOMITBIOTEPHBIX CHUCTEM, BKIIIOYAs | YMeTh:
SallnIICHHbIC OIEpallnOHHbIC CHCTEMBL, | pcriosIb30BaTh CPEJICTBA 3ALUTHI, IIPEIOCTABIISIEMbIE
CHCTEMBbl  yNpaBNeHHs  0asaMi  TaHHBIX, | cpcreMaMy YIpaBICHHs 0a3aMH JAHHEIX;
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KOMITBIOTEPHBIC CETH, CUCTEMbl aHTUBUPYCHOU
3alUThI,  CpPeACTBa  KpHUNTOrpaduuecKon
3aIATH HH)OPMAITHH

- IPOBOJAUTH OGOCHOBaHI/Ie u BLI60p palluoOHAJILHOI'O
PEMICHUA 110 3aIMUTE CUCTEM yr[paBJ'IeHI/IH 6a3 JAHHBIX C
YYETOM 33/IaHHBIX TPEOOBAHUIA

Bnaners:

HaBbIKaMH pa3pabOTKH MOAETH YTPO3 U MOAETH
HapymuTeJIsa 663OHaCHOCTI/I KOMITBIOTCPHBIX CUCTCM

IMK-20 crmocoOHOCTRIO BBINOIHATH PA0OTHI IO
BOCCTaHOBJICHHIO paboToCIocOOHOCTH
CpefcTB 3aIIHUTHI HHpOpMAIUH npu
BO3HUKHOBCHHH HEIITATHBIX CUTYalUH

3HaTh!

MIpUEMBI | TIpaBUjIa BOCCTAHOBJICHHUS pab0OTOCITIOCOOHOCTH
CpPEeACTB 3aIIUTHl HH(OPMALIUHU TIPH BO3SHUKHOBEHUH
HEIITATHBIX CUTYaIlHi

YMeTs:

BOCCTaHABIUBATH PAOOTOCTIOCOOHOCTD CPEACTB 3AIUTHI
nHGOPMALIMK ITPH BO3SHUKHOBEHUHU HEIITATHBIX CHTYallUil
Biaaners:

HpI/IéMaMI/I " 1IpaBUJIaMU BOCCTAHOBJICHUA
PpaboTOCTIOCOOHOCTH CPENCTB 3AIHUTH HH(OOPMAITUH TIPH
BO3HUKHOBCHHHY HEUITATHBIX CUTYaIUH

4. OBIIAA TPYAOEMKOCTDb AUCHUITJIMHBI

4.1. O6beM TMCUMILUIHHBI B 32a4€THBIX eIMHUIAX (Bcero) 3.

4.2. O0beM THCHUIIHHBI 10 BUAAM Y4eOHOI padoThI:

KonuuecTtBo yacoB (hopma oOyueHus - JHEBHAsI)

Bun yuebHoli paboTsl | Beero

10

B 1.4. mo ceMeCTpam

IUIaHy

KonrtakTHas padota
o0yJaromuxcs ¢
npernoaaBaTeaeM

54

54

AyIUTOpHBIE 3aHATHUSA:

o Jleximu 36

36

e [IpakTnueckue u
CEMUHAPCKUE 3aHATUS

e JlabGoparopHble
paboThI 18
(;mabopaTopHbIi
PAKTHUKYM)

18

CamocrostenbHas

pabota >4

54

dopma TeKyIIero
KOHTPOJISI 3HAHUU U
KOHTPOJIA
CaMOCTOSITEIbHOM
paboTHI

JlaGopaTopHsble
paboTHl,
TECTUPOBaHUE

Kypcosas paborta

DK3aMeH

®opma A
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Bcero yacoB no
TUCLUAILIINHE

108

108

3a4er)

Buber npomexyTouHOM
aTTecTanuu (dK3aMeH,

3a4€eT

3a4. €.

OO61mas Tpya0eMKOCTh B

4.3. Conep:xanue IUCUMILINHBI. Pacnipenesenne 4acoB mo reMam U BHIaM Y4eOHOI padoThI:
®dopma 00yueHus

O4Hasi

Buabl yueOHBIX 3aHATHIH dopma
AyIMTOpHBbIE 3aHATHUSA TEKYIIEero
Hazsaune pa3iesios u IMpaktuy | Jlagopat | 3auatusa B | Camocr KOHTPOJIsI
Tem Bcero Tlek €CKue OpPHBIC HHTepaj(TI/I OoATE/Ib 3HAHMN
wnu 3aHATHUA, paﬁOTbl, BHOH Hasl
CeMUHap | NPAKTUK popme paGora
bl YMBI
1 2 3 4 5 6 7
Pa3znen 1. AHaJM3 mporpaMMHBIX peaju3anui
1. IlocranoBka 3agaun | 2 1 0 1 TECTUPOBAHUE
aHaJlM3a MPOrpaMMHBIX
peanu3anuii.
2. Meton 7 2 1* * 4 nabopaTopHas
SKCIIEPUMEHTOB C pabora,
“depHBIM SLIMKOM . TECTUPOBAHUE
3.Cratnueckuit meron. | 7 2 1 * 4 naboparopHas
paborta,
TECTUPOBAaHUE
4. JlunamMu4ecKui 7 2 1** * 4 nabopaTopHas
METOI. paborta,
TECTUPOBAaHUE
5.0cobenHocTH 4 1 1* * 2 nabopaTopHas
aHaJm3a HEKOTOPBIX pabora,
BUJIOB IPOTPaMM TECTUPOBAaHUE
Pa3nes 2. 3amuTa nporpaMMHBIX peajiu3anui
6. [TocranoBka 3amaun | 2 1 0 1 TECTUPOBAHUE
3alATHI TPOTPAMMHBIX
peanu3anuii ot
W3yYCHUSI.
7. [lunamuueckoe 5 2 1* * 2 nabopaTopHas
W3MEHEHHUE Koja pabora,
IPOTrPaMMBI. TECTUPOBAHUE
8.MckyccTBeHHOE 5 2 1* * 2 nmabopatopHas
YCIIOXKHEHUE pabora,
CTPYKTYPBI IPOTPaMMBI TECTUPOBAaHUE
9.HecrannaptHsble 5 2 1* * 2 nabopaTopHas
oOparnieHus K pabora,
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byHKIUAM TECTUPOBAHUE

onepanoOHHON

CUCTEMBI.

10.UckyccTBeHHOE 5 2 1* * 2 nabopaTopHas

YCIIO)KHEHHE pabora,

aJIITOPUTMOB 00pabOTKH TECTUPOBAHUE

JTAHHBIX

11.BrisBienue axra 5 2 1* * 2 nabopaTopHas

BBIIIOJIHEHUS pabora,

MIPOrPaMMBbI O] TECTUPOBAHUE

OTJIATYUKOM.

Pa3znen 3. IlporpaMMHble 3aKjIaIKH, IIYTH UX BHEPEHNs1, CPeACTBA U MeTOAbI POTHUBOAECHCTBUS
MPOrpaMMHBIM 3aKJIaKaAM

12. IIporpammHbIe 3 1 0 2 TECTUPOBAHUE

3aKJIaJIKH U

(dbopMabHbIe MOJIEH

MX B3aUMOJICUCTBUS C

aTaKyeMOU CUCTEMOM.

13. ®opmanbHas 7 2 1* * 4 nabopaTopHas

MOJEIb pabora,

“Habmroarens”. TECTUPOBAHUE

14. ®opmanbHas 7 2 1* * 4 nabopaTopHas

MOJIETb “TiepexBar’”. pabora,
TECTUPOBAHUE

15. ®opmanbHas 7 2 1* * 4 nabopaTopHas

MOJICJIb “UCKaXKeHUe . pabora,
TECTHPOBAHUE

16. Meronbl BHeipeHUs | 8 2 2* * 4 nabopaTopHas

MIPOTPaMMHBIX paborta,

3aKJIAJIOK. TECTHPOBAHUE

17. KomnbroTepHble 5 2 1* * 2 nabopaTopHas

BHPYCBL pabora,
TECTHPOBAHUE

18. Cpencrea u metoasl | 9 3 2* * 4 naboparopHas

3aIUTHI OT paborta,

MIPOTPaMMHBIX TECTHPOBAHUE

3aKJIaJI0K.

19. Opranmzanuonusie | 8 3 1* * 4 nabopaTopHas

Y aJIMUHUCTPATUBHBIC pabora,

Mepbl aHTHBUPYCHOU TECTHPOBAHUE

3aIUTHL

3auet 2

Htoro 108 36 18 (18%) 54

*-3aHATHS IPOBOJATCS B MHTEPAKTUBHOMN dopMme

5. COAEP)KAHUE JUCHUILIMHBI (MOLYJIST)

Pa3nea 1. AHaamn3 nporpaMMHBIX peajJu3anui.
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Tema 1. IlocraHoBka 3aJa4yu aHAJM3a NPOrpaMMHBIX peaau3anuii. [locraHoBka 3amaum
aHaJIM3a IPOrpaMMHBIX pean3anui. AKTyalabHOCTh 3314l aHAJIN3a IPOrPaMMHBIX pealh3aluil.
Otanbl aHaIM3a MporpaMMHON peanu3anuu. [logxonbl K BOCCTAaHOBJIEHUIO aJNTOPUTMOB,
peanu3yeMbIX IPOrpaMmMmoi.

Tema 2. MeToa IKCHIEPUMEHTOB € “YepHBIM SIMKOM”. OnrUcaHue MeToAa KCIEPUMEHTOB C
“gepHBIM AIIUMKOM . BapuaHThl IOCTAaHOBKM 3aJauM aHajau3a IPOIPaMMHOHN peailu3aluuu Ipu
MPUMEHEHUH METO/a DSKCIEPUMEHTOB C “depHBIM SMMKOM’. DP(HEKTUBHOCTH METOJIa
JKcIepuMeHTOB. Hemocratkum Meroga dkcnepuMeHTOB. CBeleHUs 00 aHAIM3UPYEMOM
MIPOrpaMMHOM MPOAYKTE, MOJTyYaeMble METOIOM SKCIIEPUMEHTOB: (popMaT 3ar0JIOBKOB OMHAPHOTO
(aiina naHHBIX, HATMYUE WIH OTCYTCTBUE MapKaHTa B KPUIITOCHCTEME, 3aBHCHMOCTh MapKaHTa,
UCIOJIb3YEMOr0  KPHUIITOCHUCTEMOM, OT TEKYyIIero BpEMEHH, THUIl KPUOTOrpaduueckoro
npeoOpazoBanus. [Ipumep npuMeHeHUs METO/1a SKCTICPUMEHTOB.

Tema 3. Crarnuecknii meroa. OrnuncaHue CTaTUYECKOIO METOAAa aHalIM3a IPOrPAMMHBIX
peanuzanuii. OQPQPEKTUBHOCTh CTAaTHYECKOro Meroxaa. JluzaccemOnepbl W WX YCIOBHAas
knaccupukanus. [IpoGmembl  peanu3anuy  aNrOpPUTMOB  JH3aCCEMONMPOBAHHS:  IMpodiemMa
BOCCTAHOBJICHHSI CHMBOJINYECKUX HMMEH, MpoOjeMa pa3IMyeHuss KOMaHA M JaHHBIX, Mpodiiema
OTIpeJIeJICHUs] TPAHMIIBI MAIIMHHOW KOMaH/bl. THIIOBBIE OCOOCHHOCTH KOMIMJISIIUH TPOTPAMM.
Huzaccembnep IDA Pro m marma Hex-Rays u ux Bo3mokHoctu. Ilpumep npumeHeHUs
CTaTUYECKOTO METO/IA.

Tema 4. JAunamuueckuii Meroa. OnucaHue AMHAMMYECKOTO METOJla aHajIW3a MPOTrPAMMHBIX
peanmzanuii. Otnaaka U omiaguukd. PakTophl, OrpaHUYMBAIOLIME BO3MOKHOCTH OTJIAAUYUKA.
Mexanu3m pabotsl otnagunka. @naru TpaccupoBku. Touku octaHOBa. OTIIaMOYHBIE PETUCTPHI U
annapaTHble TOYKU OCTaHOBA. JIOCTOMHCTBA M HEJOCTAaTKM allapaTHBIX TOYEK OCTaHOBA. MeTox
MasikoB. JTalbl aHAJIM3a IPOrpaMMbl JUHAMHUYECKUM METOJ0M. MeTo/bl oucka HHTepeCyroeit
¢yukuun. Merton MaskoB. O¢ddekTuBHOCTH MeTona MaskoB. Bpibop Mmaskos. Ilpumep
pUMEHEeHHs MeTo1a MasikoB. Metox Step—Trace. OcoGeHHOCTH TpuMeHeHust Metoaa Step-Trace.
O¢dextuBHOCTE MeTOona Step-Trace. Meroa aHanm3a NOTOKOB BHYTpPHM Iporpammbl. Metoa
anmnapaTHOM TOYKM ocTaHOBa. D(P(EKTHBHOCTh METOJAa alnapaTHOM TOYKM ocTaHOBa. Meron
Step-Trace Broporo »stama. Meroabl aHaiu3a MenaeBod (yHKIuUM mnporpammsl. Ilpumep
MPUMEHEHUSI TUHAMHYECKOTro MeTo1a. D (HEeKTUBHOCTh TUHAMUYECKOTO METO/1A.

Tema 5. Oco0eHHOCTH aHAJIM3a HEKOTOPBLIX BHAOB NporpamMm. OBepieiiHble MPOrPAMMBI.
[IpoGnembr aHanu3a oBepiielHBIX mnporpamm. Jlucmerdep oBepiieeB. IlpoGnembl aHamuza
rpaduueckux mporpamm mox Windows. Moaudpukanust meroma Step-Trace. Hcmonb3oBanue
Spy++. IlpoGmeMbl aHamM3a OKOHHBIX (YHKIMH mporpaMmbl W (QYHKIMA MTPOTpaMMEI,
BbI3bIBa€MbIX U3 HUX. [IpoGiembl aHanmu3a nuanoroBblx (QyHKIUME mporpamm. Ilpumep ananmsa
rpaduyeckoii mporpammbl B OC cemeiicta Windows. [TpoGiembl aHamu3a napauieIbHOTO KOJa.
[TpoGnemsl aHanu3a kojaa B pexume simpa B OC cemeiictea Windows. CucteMHbIe OTIIaIYHKH.
Cucremusprii otnaguuk Syser. OcoOeHHOCTH PabOTHI ¢ OTIAAUMKOM SySer. BcrmomorarenbHbIe
MHCTPYMEHTBI aHajau3a MporpaMM. MOHMTOp akTMBHOCTH mporeccoB ProcMon. Bo3MoxxHOCTH
yruutel ProcMon. YTunura ynpasienus npoieccamu Process Explorer. Bo3MoXHOCTH YTHIUTHI
Process Explorer. CroticTBa mpotieccos, onpenensembie yruutoi Process Explorer.

Pa3zgea 2. 3amura nporpaMMHBIX peaju3anuii.

ITocranoBKa 3a/1a4M 3a1UMTHI NPOrPAMMHBIX peaju3auui oT udydenus. [locraHoBka 3amaun
3aIUTHl IIPOTPAMMHBIX pealM3aluil OT U3y4EeHHs BaKHOCTh 3alUTHI NPOrpaMM OT aHAJIM3a.
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[IpuunHbI OTKa3a OT IPUEMOB 3alIUTHI IPOIPAMMHBIX pealn3aluil oT aHanu3a. [locroMHcTBa U
HE/I0CTATKHU 3aIlUThl IPOrPaMMHBIX peanu3auuii oT aHanu3a. [IpuMep mporpamMMsl ¢ 3aliUTON OT
a"anu3a. CrocoObl BKIIOUEHHS 3aIlUTHI OT aHAIN3a B IPOrPaMMHYIO PEaU3alHIo.

Tema 6. JuHamuueckoe u3MeHeHHe Kkoaa mnporpammbl. CrocoObl  OpraHu3aIuu
JUHAMHYECKOTO HM3MEHEeHHsI Koaa mporpammbl. [loHsTHe pacmakoBimuka. PacmakoBka koja.
PacmakoBmmmk UPX. IlpenmmymectBa W HemocTaTKH — pacnakoBuukoB. Ilomumopdaoe
npeoOpazoBanue koaa. Haubonee nmpocteie monmmMopdHbie mpeodpa3zoBaHus Kojia. «3aCeHBaHUEC)
KOJIa «IyCThIIKaMu». BcTaBka B KOJI KOMaH]I YCIOBHBIX MEPEXOJIOB HA CIIyYaiHBIE agpeca To
TOXKJIECTBEHHO JIOKHBIM YCJIOBHSIM. 3aMeHa KOMaHJ CHUHOHUMaMmH. 3aMeHa PETUCTPOB U (WIIK)
JOKAIBHBIX  TICPEMEHHBIX, HCIOJB3YEeMBIX  KOMaHAaMH. HemocTaTku  moaumMOpQHBIX
npeoOpa3oBaHMil.

Tema 7. HckyccTBeHHOe YCJI0KHeHHE CTPYKTYpPbI mporpamMmsbl. CriocoObl HCKYCCTBEHHOTO
YCIOXHEHHUS CTPYKTYpbl Iporpammbl. BbpI30B  (yHKIMM HECTaHJApTHBIMH  CIIOCOOaMHU.
KocBennsblii BbI30B (yHKIHH. BBI30B ()yHKIMH TOCPEICTBOM MAamIMHHOM KOMaHIbl ret. BrizoB
¢byHKIMN yepe3 00pabOTUMK MCKIFOUNUTENIBHONW cuTyaluu. Bei3oB QyHKIMM B OTAEIBHOM MOTOKE.
BbzoB dynkuuu gepes myn noroko Worker thread. Bei3oB ¢yHkimu depes myn motokoB Wait
thread. Bei3oB GyHKIMHU Yepe3 nepenady HEKOTOPOMY OKHY HECTaHAApTHOro cooOIeHus. Bri3os
¢byHKIMM TO TaiiMepy. BBI30B (QyHKIMHM dYepe3 TEepeUMCIICHHE JIOYEPHHX OKOH OKHa,
COJIEpKALIEr0 €IMHCTBEHHOE JlouepHee OKHO. BBI30B (yHKIMM uYepe3 MepeunciieHUe TIaBHbBIX
OKOH TPOTPaMMBbI, UMEIOIIEH eTMHCTBEHHOE TTIaBHOE OKHO. BBI30B QyHKIIMU Yepe3 nmepeyrcieHne
¢bailyoB MoAKauKU CUCTEMBbI, UMEIOIIEH eIMHCTBEHHbIN (ailn noakauku. Bei3oB GyHKIumM uepes
ACUHXPOHHBII BBOJI-BbIBOJI. HecTanjapTHbIE ClIOCOOBI CPABHEHUSI JTAHHBIX.

Tema 8. HecranaaptHble o0pameHusi K QYHKUHSAM ONepanuoHHON cucrtembl. CriocoObl
OpraHu3alMy  HECTAaHJApTHOTO  oOpameHuss K  QYHKOUSIM  OMEPAMOHHON  CHUCTEMBI.
Junamuueckuid ummnopt. Mcmonp3oBanue 0Oosiee HU3KOYPOBHEBBIX CHUCTEMHBIX (YHKIUH, 4eM
00b1uHO. Mcronb30BaHne COOCTBEHHBIX peanu3aliil cTaHgapTHhIX QYHKIUI U KoMmnoHeHT B OC
cemeiictea  Windows.  Hcmonmp3oBaHHWe — MOCPEAHHUYECKOro  jpaiiBepa.  Mcmosb3oBaHue
HECTaHJAPTHBIX MyTeH peanu3alliid TeX WIA HHBIX CHUCTEeMHBIX (yHKiuid. Momudukarus
TaOJIUIIBI aIPECOB UMIIOPTOB MPOTPAMMBI B XOJI€ BBITIOTHEHUS TIPOTPAMMBI.

Tema 9. HckyccTBeHHOE YC/I0KHEHHME QJTOPUTMOB 00padoTku  AaHHbIX. CrnocoObl
HCKYCCTBEHHOTO YCJIOXHEHHSI aJITOPUTMOB OOpaOOTKH JaHHBIX. MHOTOKpAaTHOE KOMHPOBAHUE
JaHHBIX C MECTa Ha MECTO. KOHI/IpOBaHI/Ie OAHUX MU TEX XKE€ HNAaHHBIX C HCIIOJIB30BAHUEM II0
Ha3HAYEHHUIO TOJIBKO OJHOW 3 Komui. [IpuMeHeHHe K MaHHBIM CIOKHBIX MpeoOpazoBaHUM.
Pa3buenue anroputMoB 00paOOTKU NaHHBIX Ha (PparMeHTHI. Y ClIOXHEHHas o0paboTka OmHUOOK.
HckyccTBeHHOE ycnokHeHne popMaTa TaHHbIX. XpaHEeHHE JaHHBIX B HEOOBIYHBIX MECTaXx.

Tema 10. BoisiBieHue ¢akTa BBINOJTHEHHA MNPOrpaMMbl moA  OTJIAXYMKOM. CrocoOsbl
BBISIBJICHMSI (DakTa BBIIOJHEHHUS MpOrpaMmbl MOJ OTIagdukoM. Mcmonb3oBaHue GyHKIIUH
IsDebuggerPresent. IlpoBepka KOHTPOJBHBIX CYMM YYacTKOB KOJa, KOTOpPbIE HE JOJDKHBI
U3MEHSTHCSI B XOJie OOBIYHOIO BBIMOJHEHUS HporpamMmbl. OTciexuBaHHE IUTEIbHOCTH
BBITIOJTHEHUS TEX WM MHBIX YYaCTKOB KOJA NporpaMmMbl. HaBsi3pIBaHME OTIAIUUKY JIOXKHBIX TOUEK
OCTaHOBa. 3acOpeHHe KOHCOJM OTJIaTYMKa MHOTOKPAaTHBIMH BBI30BAMU CHCTEMHOHN (YHKIMH

OutputDebugsString.
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Tema 11. BoisiBleHHe  KOHKPETHBIX  OTJAIYMKOB 10  KOCBEHHBIM  IPH3HAKaM.
Hcnonp30BaHue OJHOTO W3 IMPOLECCOB IMPOTPAMMHOM peanu3ali B KAayecTBE OTJIATUMKA.
Hcnonp3oBaHne NPOrpaMMHBIX OIIMOOK KOHKPETHBIX OTJIAJYMKOB. 3alluTa OT aHaiu3a
JpaiiBepoB, BeIIOIHSIOMUXCS B peskume sapa OC cemetictea Windows. Tlepexsat npepbiBanmii 1
u 3, UCNONb3YyEMbIX OTJIAAUUKaMHM. AHaIU3 COAEPKUMOIO OTJIAJ0YHBIX PETUCTPOB B ILEIAX
BBISIBJICHMSI alllIapaTHBIX TOUYEK OCTaHOBA. BpeMeHHOe mepeHanpaBiieHue CTeKa TeKYIIEro MoToKa
Ha O0JIacThb ONepaTHBHOM NaMmsATH, Jit00oe oOpalieHne K KOTOPOM BBI3BIBACT (paTanbHYyIO
UCKITIOYUTENIbHYIO CUTYAIHIO.

Pa3znen 3. [lporpaMMHbIe 3aKJIAIKH, IYTH UX BHEJPEHNsI, CPeICTBA U METOAbI
NMPOTHBOAEHCTBHUS NPOrPAMMHBIM 3aKJIAJTKAM.

Tema 12. [Iporpammublie 3akjagku u (opMajibHble MOJEJNM HX B3aNMOJAEHCTBHUSA C
arakyemoili cucremoii. OOmme cBenenus. [lonsTue mnporpamMmHoil 3aknafku. OcHOBHas
OITACHOCTHh TPOrPaMMHBIX 3akiagok. Hawmboyiee w3BecTHBIC MporpaMMHBIC 3akiankd. OOmime
cBeieHUsT M 0a3oBble MOHATUS  (opManbHOM  CyOBEKTHO-OPHUEHTUPOBAHHOM  MOJIENH
KOMIIBIOTEpHOH cucTeMbl. Hambonee wu3BecTHhIE (QOpMaiIbHBIE MOJECIN  B3aHMMOACHCTBHS
MpOrpaMMHOIM  3aKjaiku ¢ aTakyemMod cucremoi. Kiaccudukamuss TUIHYHBIX — CXEM
B3aUMOJICVCTBUS TPOrPAMMHOM 3aKJIaJKU C aTAKyEMOM CUCTEMOIA.

Tema 13. ®opmajabHaas wMoaedb “Habmogarean”. Onucanue  QopMaabHON — MOIETH
“pabmogatens”. OcoOEHHOCTH, BO3MOXHOCTU U HEJOCTAaTKHU MPOTPAaMMHBIX 3aKJIaJOK Kiacca
“Habmronatens”. CKpBITBIA yNAJICHHBIA KOHTPOJIb 3apaKEHHOM cHUCTeMbl. JlOMOJHHUTENbHbIE
3alay, pelaeMble MPOrpaMMHBIMU  3aKlafkamMu kiacca “‘HaOmoparens”. [Ipumepsr
nporpamMHubIX 3akiamok: Back Orifice, NetBus, Pinch. Knuent-cepBepHas apxutekrypa,
TpeOOBaHUsI K CepBEpHON yacTh M 0000mIeHHas cxema (YHKIMOHUPOBAHUS MPOTPAMMHOMN
3aKJIaJKy Kilacca “Ha0mrofaTens . MacKMpoBKa MPOTOKOJIA B3aUMOJICHCTBUS KIIMEHTA U cepBepa
IIPOrpaMMHOM 3aKJIafKH Kilacca “HalirofaTens”.

Tema 14. ®opmanbHasa moaeab “mnepexBar”. Omnucanue (GopmManabHON MOJENH ‘‘TiepexBar .
OcHoBHbIe 00BeKTHI TiepexBaTa. CrocoObl mepexBara naposueil. AIroput™M paboThl mepexBaTunKa
naposeil mepBoro poaa. AJNropuT™M paboThl KiaBHaTypHOro ¢uibTpa (ImepexBaTuMKa Haposien
BTOPOTO poja). ANTOPUTM pabOThl 3aMECTUTENS MOJCUCTEMBI ayTeHTU(UKanuu (TiepexBaTunuKa
napoJyied TpeTbero ponaa). MoHuTopsl (QaitioBsix cucreM. Mouutop cetu. [IpuHimmsl paboThl
MOHHUTOpA ceTU. THIBI CETEBBIX MAKETOB, MOAXOAANIMX Ui nepexBara. [Iporpammuas 3aknanka
KJ1acca “yoopka mycopa. JJoCTOMHCTBA M HEJOCTATKX MPOTPAMMHBIX 3aKJIaJ0K Kilacca “riepexsBatr’
Ka)KJI0TO BU/JIA.

Tema 15. ®opMajbHasa Mojelb “HckaxeHue”. Onucanue GopMalbHOM MOJENN “UCKaKEeHUe .
MeTtosl HECaHKIIMOHUPOBAHHOIO MOBBIIIEHUS MTOJIHOMOYUI M10JIb30BaTENEH.
HecaHKIMOHMPOBAaHHOE HCIOJIB30BAaHUE CPEACTB AUHAMMYECKOTO WM3MEHEHMS ITOJIHOMOYMM.
[Ipumepbl HECAaHKIIMOHUPOBAHHOTO HCIIOJIB30BAHMUSI CPEICTB JUHAMHYECKOTO HM3MEHEHHS
nosmHoMounii B OC cemetictea UNIX u Windows. MeToa mopoxIeHusl JA04YEepPHEro mpoiecca
CHCTEMHBIM IIPOLIECCOM M €r0 TeXHHUecKas peanusanus. Meroa MoaupuKanuy MalllmHHOTO KO/1a
MOHHUTOpa 0e30MmacHOCTH 00beKTOB. Bapuanuu ¢popmaabHOi Mozenu “‘uckaxenue”’. Crenc-
texHonoruu. Crenc-aparisep. OyHKIIUN CTEJIC-IpalBepa.
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Tema 16. MeToabl BHeIpeHHsI MPOTPAMMHBIX 3aKJIa0K. BHeapeHune nporpaMMHOM 3aKiIaikKu
B aTaKyeMyl0 CHUCTEMY B TEpPMHHAaX CYOBEKTHO-OpUEHTHPOBaHHON Mmozenu. Knaccuduxamms
METOJIOB BHEJPEHUSI IPOTPAMMHBIX 3aKIagoK. MeTol MaCKMpOBKH IPOTrPAaMMHOM 3aKIaIKH MO
npukiiagyoe 110 u ero Bapuanuu. [lpumep peannzannu MaCKUPOBKH MPOTPAMMHOM 3aKJIaAKU MO
npukiagHoe [10. MackupoBka nporpamMMHo# 3aknaaku noja cucremuoe [10. Meroa moameHbl
cucremHoro I10. Bpibop mporpaMMHOro Momyis Aisi moAMeHbl. Bo3MOXHOCTH peanu3anuu
MeTo/a MOJIMEHbI CUCTEMHOTO ITPOrpaMMHOTo obecrieueHus B coppemeHHbix OC. Metoa npsimoro
aCCOLMUPOBAHUS NPOrPaMMHOM 3aKJIAJKUM C MPOrPAMMHBIM MoOAyJIeM. MeTO KOCBEHHOIO
aCCOLIMMPOBAHUSA MPOrPaMMHOM  3aKjaJKM € MOporpaMMHBIM — MoxayjieM. (OcoOeHHOCTH,
JIOCTOMHCTBA M HEJJOCTATKHU KAXKJI0I0 U3 METOJIOB BHEAPEHUS IPOrPAMMHBIX 3aKJIAJ0K.

Tema 17. Komnborepubie Bupycbl. DopMalibHbIE ONPENEICHUS KOMIBIOTEPHOTO BHpYCaA.
CBolicTBa KOMIIBIOTEPHOTIO BUpyca. KpaTkas XpOHOJIOTHS 3BOJIIOLIMM KOMIIBIOTEPHBIX BUPYCOB.
TpeGoBaHust K KOMIIBIOTEPHOMY BUpYCY. JlomonHuTENbHbIE TPeOOBAaHUS K BUPYCY B YCIOBHAX
COBpEMEHHOM  omepaunmoHHOM  cucteMbl. Crenc-mexaHu3mbl B Bupycax.  CrnocoObl
pacripoctpaHeHus BupycoB. CereBble BUpYChl. KpaTkas XpoHOIOIrus pa3BUTHS CETEBBIX BHUPYCOB.
Bupyc MSBlast, ero BoznrkHOBeHHE U 0cOOSHHOCTH. OCHOBHBIC KJIACCHI COBPEMEHHBIX CETEBBIX
BUPYCOB. OnnaitH-BUPYCHI. ANropuT™MBI (GYHKIIMOHUPOBAHUS
OHJIaliH-BUPYCOB. MeToJpl MOJIy4eHUs JOCTylla K pecypcaM KOMIbIOTepoB-kepTB. [louToBble
BUpYChl. OTJINYMS TOYTOBBIX BUPYCOB OT OHJIAfH-BUPYCOB. DTambl pabOThl MOYTOBOIO BHUpYCa:
BBIOOp OYEpEeTHOW KEPTBBHI, 3alIOJHEHHE TEMbI M Tela SJEKTPOHHOTO MUChbMA, MPHUKPEIIICHHUE
BUpYCa K IUCbMY, OTIPaBKa 3apa’keHHOIr0 MUchbMa kepTBe. CrocoObl peanu3aiu 3TanoB padoThl
IIOYTOBOT'O BHpYyca.

Tema 18. CpeacTBa W MeTOABI 3alIUTHI OT NMPOTPAMMHBIX 3aKJAA0K. MeToabl 3allUThI
KOMIIBIOTEPHBIX CHCTEM OT MPOTrpaMMHBIX 3akiaafoK. OCHOBHBIE IPHUHLMIIBI KOMIIBIOTEPHOMN
CUCTEMbl B OTHOLUEHUHM MpOrpaMMHbIX 3akiafok. [IpuHmmn munummzanuum I[10. Ilpunnun
MUHUMU3ALNN [TOJIHOMOYUH ToJb30Barens. KoHuenuus HM30IMpOBaHHOW NPOTrpaMMHOM CPEIbI.
JlornoyIHUTENbHBIE TPOTPAMMHBIE CPEICTBA 3aLIUTHl KOMIIBIOTEPHON CHUCTEMBI OT MPOTrPaMMHBIX
3aKJIa0K. TpeOoBaHUs K JOMOJHUTEIbHBIM MPOrPAaMMHBIM CPEJCTBAM 3AIIUTHl KOMIIBIOTEPHOM
CHUCTEMBl OT MPOTPaAaMMHBIX 3aKjagoK. Metoasl OOpbObI ¢ TPOrpaMMHBIMHM 3aKJIaJKaMU B
KOMIIBIOTEPHBIX cucTeMax. CKaHMpOBaHME CHUCTEMBI Ha MPEIMET HAJIWYUS INPOrPaMMHBIX
3aknagok. CUTHaTypHOE CKaHUpOBaHUE. DBpHUCTHYECKOE CKaHHWpoBaHHE. OCHOBHbBIE MPU3HAKU
HAJINYMS B CKAHUPYEMOM 00BEKTE KOMIBbIOTEpHOTro BUpyca. CriocoOsl “o0MaHa” 3BpUCTHUYECKOTO
ckaHepa. JIoCTOMHCTBA U HEAOCTATKU CUTHATYpPHOTO U ABPUCTUYECKOTO CKAaHUPOBAHUH.

Tema 19. OpranuzanuoHHbie ¥ aJIMHUHUCTPATHBHbIE Mepbl AHTHBMPYCHOH 3allUTHI.
OCHOBHBIE MEPONPHUATHSA IO OPraHU3ALMOHHOMY COIPOBOXKIECHUIO AHTUBUPYCHOM 3alllUTHI.
WHcTpykTrpoBaHue noib3oBaTeneid. BeiOop MOMEHTa MpoBeIeHUSI MHCTPYKTaXKa M0JIb30BaTelNeH.
IIpocMoTp W aHamM3 JaHHBIX perucTpauuu W MoHMTOpuMHra. KoHTponp kadecTBa
ayTeHTU(UKAIIMOHHBIX TaHHBIX IOJIb30BaTeNel. PeryspHble NpoBepKHU aJIeKBaTHOCTU MOBEIEHUS
JIMII, OTBETCTBEHHBIX 3a OOECleYeHHWE AHTUBUPYCHOHM 3alIUTHl CETH, B CIy4ae YCHEIIHBIX
BUPYCHBIX aTak. PeryisipHble HHCIIEKIIMN COCTOSIHNS aHTUBUPYCHOM 3aIUTHI.

6. TEMbI IPAKTUYECKHAX U CEMUHAPCKHUX 3AHATUI
[IpakTHueckue U ceMUHAPCKUE 3aHIATHS HE MTPETyCMOTPEHBI YUEOHBIM IJIAHOM.

7. JABOPATOPHBIE PABOTHI (JABOPATOPHBII TIPAKTUKYM)
[uk nabopaTOpHBIX PabOT BKIOYAET B ce0s 3 00beMHBIX J1a00paTOpHBIX pabOTHL. 3a1adyamMu
IIUKJIA SBIISTFOTCSL:

o OCBOEHHE OCHOBHBIX METOJIOB aHAJIN3a IPOrPaMMHBIX pealn3aluil Ha MPaKTHKE;
. OCBOEHHE MPUHIUIIOB pabOTHI C COBPEMEHHBIMHU Ji3acceMOIepaMu U OTIaIYMKaMH;

®opma A Crpanuua 11u3 17



MunncrepcTBo Hayku U Bbiciero oopasosanus Poccuiickoit @enepaunu
Y bsHOBCKHIT rOCY/1apCTBEHHBIH YHUBEPCHTET

dopma

®-Pabouas nporpaMmma Mo JUCLHUILIHHE

L4 OCBOCHHE OCHOBHBIX METOJ0B 3alIUTEI IIPOI'PaMMHBIX peaﬂmauﬂﬁ OT aHaJIu3a,
L4 OCBOCHHE OCHOBHBIX METOJ0B OpraHu3aly 3allUThl OT IIPOrpaMMHBIX 3aKJIaJ0K U BUPYCOB
B KOMIIBIOTCPHBIX CUCTEMAX.

JlabopaTopnas 1. IloBTopenune. OcHOBBI padoThI ¢ acceMOJIepoM.
Llenp: TOBTOpPEHHE OCHOBHBIX OJJIEMEHTOB Sf3bIKa accemOyiepa W COOTBETCTBYIOIIMX
pUeMoOB paboTHI ¢ acceMOIepoM.

Coneprxanue pabOThI: MporpaMma Ha sI3bIKe accembiiepa i mporeccopoB Intel u ee
CTPYKTYypa, OCHOBHBbIC KOMaHIbI B s3bIKe accemOiiepa s mporeccopoB Intel, mpepoiBanus,
¢aiinossie oneparnuu B OC Windows, acceMOiiepHble MaKpOOITPEICICHUSI.

Pe3ynbTaT: KOHCOJIBHOE MPUIIOKEHHE, PEATH3YIOIIECe PEIICHUE TIOCTABICHHON 3a1a4H.

Meronuueckie yKa3aHHs: BBINOJHEHHWE 3aJaHUsl JIOJDKHO BECTHCh C HCIIOJIb30BaHUEM
accemOniepoB u IDE cpen pa3zpaboTku.

JlabGoparopHas 2. AHAJIU3 NPOrPaAMMHBIX peau3anuii.

[lenb: monydyeHre HABBIKOB aHAIM3a IMPOrPaMMHBIX pean3aluid, paboThl ¢ OTJIaJUUKaMU
U 1u3acceMOepamu.

Copnepxanue pabOThl: aHAIM3 MPOTPaMMHBIX pealu3alluii METOJOM SKCIEPUMEHTOB C
“4qepHBIM SIIUKOM~ U €ro pa3HOBUJHOCTH, CTaTHMYECKUH METOJ aHaIu3a IPOrPAMMHBIX
peanu3anuii U ero pa3HOBUIHOCTH, IMHAMMYECKUN METOJl aHAIM3a IIPOrPaMMHBIX peaIM3alui U
€ro PAa3sHOBUIHOCTHM, aHAJIM3 OBEPJEHHBIX IPOIrPaMM M  OKOHHBIX IPWIOKEHHUH B
OC cewmeiictBa Windows.

Pesynbrat: monpobHas JeMOHCTpalusi pe3yJbTaToB padOThl, OTYET O THPOJEIaHHON
pabore.

Meroauueckue yka3zaHUs: BBIIIOJIHEHHE 3aJaHUs JOJDKHO BECTUCH C MCIOJIb30BAaHUEM
nu3acceMOJIepoB, OTJIAAYUKOB, M BCIOMOTAaTEIbHBIX IMPOrPAMMHBIX CPEACTB, OTYET JIOJIKEH
coJiepKaTh NOJPOOHBIN aHATIN3 MPOJIETaHHON PaOOTHI.

JlabopaTopHas 3. 3amuTa NpOrpaMMHBIX pPeaJIM3aluil OT HCCIeI0BAHHUS.

Ilenb: mony4yeHHE HABBIKOB IOCTPOEHHUS 3alllMThl IMPOrPAaMMHBIX peajau3aluii ot
WCCIICIOBAHMS.

Copneprxanue pabOThl: OpraHU3alus JIUHAMMYECKOTO HM3MEHEHHUS KoJa IpPOrpaMMBI,
MCKYCCTBEHHOTO YCIIOKHEHHS CTPYKTYPHI MIPOTPaMMBbI, HECTAaHAAPTHOTO OOpaIieHust K PyHKIUIM
ONEPALMOHHOM CHUCTEMBbl TMpPH peaau3ald [pOrpaMMbl, HCKYCCTBEHHOTO YCIIOXKHEHHUS
QITOPUTMOB ~ O00pabOTKM  NaHHBIX B TporpamMme, BBIABICHHS  (pakTa  BBHITOJHEHUS
IPOrpaMMBbI 10/ OTIATUHKOM.

Pe3ynbraT: KOHCONBPHOE TPHIIOKEHUE, pean3yoliee pelIeHNe ITOCTaBICHHON 3a/1adH,
NoJIpoOHast AEMOHCTPALIUS PE3yJIbTaTOB PaOOTHI, OTYET O MPOJAETaHHOM padoTe.

Metoanyeckie yKa3aHWs: BBIIIOJHEHWE 3aaHUs JOJDKHO BECTHUCh C HCIOJIH30BAHHUEM
acceM0iiepoB, au3acceMOepoB, oTnaguukoB U IDE cpen pa3paOoTku, OTYET AOIKEH COJEpKaTh
MOAPOOHBIN aHATIN3 MPOAETAHHON PaOOTHI.

8. TEMATUKA KYPCOBbBIX, KOHTPOJIbHbIX PABOT, PE@EPATOB
KypcoBsie paboTbl, KOHTPOJIbHBIE PA0OTHI, pedepaTsl He MPETyCMOTPEHb! YUEOHBIM TIAHOM.

9. IEPEYEHbB BOITPOCOB K DK3AMEHY (BAUYETY)
1. 3HaTh NOCTAHOBKY 3aJ]a4/ aHAJIN3a IPOTPaMMHBIX pealIn3alui.
2. 3HAaTh ATaNbl aHAJIKW3a MPOTrPAMMHBIX peaTu3alui.
3. 3HaTh ONMCAHUE, BO3MOKHOCTH, JOCTOMHCTBA U HEJOCTATKU METO/A SKCIIEPUMEHTOB C
“4epHBIM SITUKOM .
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4. YMeTh NpUMEHATh METOJ] SKCIIEPUMEHTOB C “dEPHBIM SIILIMKOM ™~ IPU aHAJIN3E
IIPOrpaMMHBIX pealn3aLui.

o. 3HaTh ONKMCAHUE, BO3MOKHOCTH, JOCTOMHCTBA U HEJOCTATKU CTATUYECKOT0 METO/1a
aHaJIM3a MPOTrPaMMHBIX peATU3aL1ii.

6. YMeTb IPUMEHATh CTATUYECKUI METOJI aHAJIU3a IPOTPAMMHBIX pealn3aliii Ha IPAKTHKE.
7. YMets paboTath ¢ aAu3zacceMOaepamu.

8. 3HaTh ONMCAHKUE, BO3MOKHOCTH, JOCTOMHCTBA U HEJOCTATKU IMHAMUYECKOTO METO0/1a
aHaJIM3a MPOrpaMMHBIX peaIn3alui.

9. 3HaTh OCHOBHBIE METO/IbI IOMCKA UHTEPECYIOLEH (QyHKIMH B IPOrpaMMHOI pean3anum.
10.  YMeTh NpUMEHSTHh METOJ MasKOB Ha IPAKTUKE.

11. YMeTs npuMeHsaTh MeTo Step-Trace Ha pakTHKE.

12. YmMeTh NpUMEHSTH JMHAMUYECKUN METOJ aHAJIN3a MMPOTrPaMMHBIX pean3aliii Ha
IIPAKTHKE.

13. Hwmers npeacTaBieHrne O MEXaHU3Max paOdOThI 0TI TUHKA.

14.  VYwmers paboTaTh ¢ OTJIaJUUKAMHU IPOTPAMMHBIX peaTu3aluii.

15. WNmetp npeacTaBiaeHust 0 padoTe ¢ OTJIaJYUKaMH YPOBHS Sipa.

16.  3HaTh OCOOEHHOCTHU aHaJIN3a OBEPJICHHBIX IPOTrPAMM.

17.  3natb ocobenHocTH aHanmm3a rpaduueckux nporpamm B OC cemeiicta Windows.
18.  HMmeth mpencTaBiaeHUs O BO3MOXKHOCTSX MakeTa yTuiut Sysinternals.

19.  3HaTh MOCTAHOBKY 33aJjauM 3AIIUTHI IPOTPAMMHBIX PEATU3AINi OT N3yUEHHUS.

20.  3HaTh JOCTOMHCTBA M HEAOCTATKM 3aLIUThI IPOrPAMMHBIX pealn3aluil OT aHaIHu3a.
21.  3HaTh OCHOBHBIE CIIOCOOBI 3aLIUTHI MPOTPAMMHBIX PEATU3aAIMi OT aHATN3a

(IMHaMUYecKoe U3MEHEHHE KOJa MPOrpaMMbl, HICKYCCTBEHHOE YCIOKHEHHUE CTPYKTYPbI
IIPOrpaMMbl, HECTaHAApTHOE oOpallieHre K (PyHKIUSAM ONEPAllMOHHON CHUCTEMBI, HCKYCCTBEHHOE
YCIIO’KHEHHUS aITOPUTMOB 00paOOTKH TaHHBIX, BBIABICHUE (paKTa BHIMOIHEHUS IPOTPAMMBI O]
OTJIATINKOM).

22.  YMeTb peann30BaTh 3alIUTy IPOrPaMMHOM peanu3aliy OT aHaIu3a Ha IPAKTHKE.

23.  HWwmetp npencraBieHus 0 CyOBEeKTHO-OPHEHTUPOBAHHON MOIETH KOMITBIOTEPHON CHCTEMBI.
24.  3HaTh ompejesieHHe MPOrpaMMHOM 3aKJIaZIKU U IPEIbIBIseMble K Hel TpeOOBaHMUSL.

25.  3HaTh OCHOBHEIE (DOpPMATBHBIE MOJIENIN B3aUMOJICHCTBUS TPOTPAMMHOM 3aKJIQIKH C
aTaKyeMOH CHUCTEMO.

26.  3HaTh JIOCTOMHCTBA, HEJJOCTATKH U MPUHIHITEI (PYHKIIMOHUPOBAHHS KaX10H (popMatbHOI

MOJIEJIN B3aUMOJICHCTBUS IPOTPaMMHOM 3aKJIaJIKM U aTakyeMoi cucteMsl (“‘Habmojarens”,
’niepexBar’, “UCKaKeHUue”).

27.  3HaTh OCHOBHbIE METO/Ibl BHEIPEHUS IPOTPAMMHBIX 3aKJIa/I0K.

28.  3HaTh IOCTOMHCTBA, HEJOCTATKH U MPUHIMITEI (PYHKIIMOHUPOBAHUS KaXKIOTO METOA
BHEIPEHMsI TPOrpaMMHBIX 3aKJIa/I0K (MAacKMpOBKa MOJ MpHukiIagHoe u cucteMHoe I10, noamena

cuctemuoro 10, MeToa npssMoro 1 KOCBEHHOTO aCCOLIMUPOBAHUSI C POTPAMMHBIM MOJIYJIEM).

29.  3HaTh ompejeNeHUE BUpYyca U MIPEeIbsIBIseMble K HEMYy TpeOOBaHUS.

30.  3HaTh KIacCH(PUKAIUIO U 0COOCHHOCTH (DYHKIIMOHHPOBAHUS KaXIOTO Kilacca
MIPOrPaMMHBIX 3aKJIaJIOK U BUPYCOB.

31 3HaTh OCHOBHEIE CpeacTtBa U METOAbI 3allIUTHI OT IMPOrpaMMHBIX 3aKJIaJ10K.

32.  3HaTh OCHOBHBIC OpTaHU3AI[MOHHBIE U aIMUHUCTPATHBHBIC MEPHI AHTUBUPYCHOM 3aIIUTHI.
33. YMeTb OpraHu30BaTh 3aIIUTYy OT IPOTPAMMHBIX 3aKJIaJ0K U AHTUBUPYCHYIO 3allUTy B

KOMIIBIOTEPHOU CHCTEME.
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10. CAMOCTOSATEJIbHASA PABOTA CTYJAEHTOB

HazBanue pa3acioB u
TEM

Bun camocTosiTenpHOI paboThI

O0beM B yacax

dopMa KOHTPOILL

1. ITocraHoBKa IIpopaboTtka yueOHOTO MaTEepHana, 1 3auer, TeCTUpOBaHHE

3a7a4u aHaIn3a HOATOTOBKA K C/1aUe 3a4eTa

HPOrPaMMHBIX

peanu3aimii.

2. Merton IIpopaboTtka yueObHOTO MaTepHana, 4 JlabopatopHas paboTa,

9KCIIEPHMEHTOB € HOATOTOBKA K CaYe 3a4eTa, 3a4eT, TECTUPOBAHUE

“4epHBIM ALIUKOM . JabopaTopHbIe paboThI

3. Cratuueckuii [Ipopabotka yueOHOTO MaTepuaia, 4 JlabopaTopHast paboTa,

METO/I. MOATOTOBKA K ca4ye 3a4eTa, 3a4eT, TECTUPOBAaHHE
J1abopaTopHbIe paboThI

4, Junamudeckuit [Ipopabotka yueOHOrO MaTepuaa, 4 JlabopaTopHast paboTa,

METO/I. MOATOTOBKA K ca4ye 3a4eTa, 3a4eT, TECTHPOBAHHE
n1a00paTOpHBIC PabOTHI

5. OcobeHHOCTH ITpopaboTka y4eOHOrO MaTepuana, 2 JlabopatopHas paboTa,

aHaJIM3a HEKOTOPBIX MOATOTOBKA K cja4ye 3a4eTa, 3a4eT, TECTHPOBAHHE

BHUJIOB IIPOTPaMM. JabopaTopHbIe PadOTHI

6. ITocranoBKa IIpopaboTtka yueOHOTO MaTepHana, 1 3ayer , TeCTHPOBaHUE

33124 3aIUTHI HOJATOTOBKA K C/IaYe 3a4eTa

HPOrPaMMHBIX

peanuzauuii oT

U3YYCHHSL.

7. Juramudeckoe IIpopabotka yueOHOTO MaTepHana, 2 JlabopatopHas paboTa,

M3MEHEHHE KoJia HO/ATOTOBKA K C/1aUe 3a4eTa, 3a4eT, TECTUPOBAHUE

POTPaMMBI. J1a0opaTopHbIe paboThI

8. HckyccTBeHHOE [TpopaboTka yueOHOro MaTepuana, 2 JlabopaTopHast paboTa,

YCIO)KHEHUE CTPYKTYpBl | MOATOTOBKA K ca4ye 3a4eTa, 3a4eT, TECTUPOBAHHUE

POTPaMMBI. Ja0opaTopHbIe paboThI

9. Hecranmaptaeie | [Ipopabotka yuebHOro MaTepuana, 2 JlaGopatopHas paboTa,

oOpaieHus K pyHKIUSIM | TIOATOTOBKA K C/1aue 3a4era, 3a4eT, TECTHPOBAHHUE

OTIePALIMOHHON CHCTEMBI. | abopaTopHbIe padOTHI

10. HckyccTBeHHOE ITpopaboTka ydeGHOTO MaTepuaia, 2 JlaGopatopHas paboTa,

YCIIOKHEHUE MO/TOTOBKA K C/1aue 3a4eTa, 3a4eT, TECTUPOBAHUE

anropuTMoB 00paboTku | mabopaTopHEIC PabOTHI

JIAHHBIX.

11. BrisBnenue IIpopaboTtka yueOHOTO MaTepHana, 2 JlabopatopHas paboTa,

(akTa BBIIIOITHEHUS HO/TOTOBKA K C/IaYe 3a4eTa, 3a4eT, TECTUPOBAHUE

HpOrpaMMBbl IO/ JTabopaTopHbIe pabOTHI

OTJIATYUKOM.

12. IIporpammusie IIpopaboTtka yueOHOTO MaTepHana, 2 3ayer , TECTHPOBAaHUE

3aKJIa ki U popMalibHbIe | MOATOTOBKA K cja4ye 3aueTa

MOJICITIH X

B3aUMOJEICTBUS C

aTaKyeMOH CUCTEMOM.

13. dopmanbHas IIpopaboTtka yuebHOTO MaTepHana, 4 JlaboparopHas paboTa,

MOJIeNIb “‘HaOMI0JaTeNns”. | MOArOTOBKA K Cladue 3a4era, 3a4eT, TECTUPOBAHNE
nabopaTopHbie pabOTHI

14. dopmanbHas IIpopaboTtka yuebHOTO MaTepHana, 4 JlaboparopHas paboTa,

MOJIETb “TiepexBar”. MOATOTOBKA K cadye 3a4eTa, 3a4eT, TeCTUPOBaHHE
JabopaTopHbIe paboTHI

15. ®dopmanbHas [Ipopabotka yuebHOTO MaTepuaa, 4 JlabopaTopHast paboTa,

MOJIETb “HCKakeHHue”. MOATOTOBKA K cadye 3a4eTa, 3a4eT, TECTHPOBAHHE
JabopaTopHbIe paboTHI

16. Metoast IIpopabotka yueOHOTO MaTepuaa, 4 JlabopaTopHast paboTa,

BHEJ[PEHUS MOATOTOBKA K ca4ye 3a4eTa, 3a4eT, TECTHPOBAHHE

POTPAMMHBIX 3aKJIAJ0K. | abopaTopHbIe pabOTHI

17. Komnerotepasie | IlpopaboTka yuebHOTO MaTepuaa, 2 JlaGoparopHas paboTa,
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BHUPYCBIL. HOATOTOBKA K C/1aUe 3a4eTa, 3a4eT, TECTUPOBAHUE
J1abopaTopHbIe paboThI

18. Cpencrsa u [Ipopabotka yueOHOrO MaTepuana, 4 JlabopaTopHast paboTa,

METO/IbI 3AIHTHI OT MOATOTOBKA K cljaye 3a4eTa, 3a4eT, TECTUPOBAHUE

NPOrpaMMHBIX 3aKJIaJI0K. | JlabopaTopHble pabOTHI

19. Opranuzanuvonssie u | [IpopaboTka yuebHOrO Marepuaia, 4 JlabopaTopHast paboTa,

aIMHHHUCTPATHBHBIC MO/ATOTOBKA K C/Iaue 3a4eTa, 3a4eT, TECTUPOBAHUE

Mepbl aHTHBUPYCHOI n1abopatopHbie paboThI

3aLIUTHI.

11. YYEBHO-METOJUYECKOE 1 UTH®OPMALIMOHHOE OBECIIEYEHUE
JUCLMUIIIAHBI

a) CnucoK peKoMeH/yeMoii TuTepaTypbl

1.

OCHOBHasI
[epbakos A.10O., A.1O. lllep6akos. CoBpeMeHHAas: KOMIbIOTEpHAs 0€30aCHOCTh. TeopeTHuecKue
ocHoBEI. [IpakTuueckue acnekTel. YuebHoe nocodue. - M.: Kumxknsriii mup, 2009. - 352 c. - ISBN 978-
5-8041-0378-2 - Pexxum nocrtymna: http://www.studentlibrary.ru/book/ISBN9785804103782.html
Buyxos, A. A. 3amura undopmanuu : yuebHoe ocodue ams OakaniaBpuaTa U MarucTpatypsl / A. A.
BrykoB. — 2-e uzn., ucnp. u norn. — Mocksa : M3znatenscto FOpaiit, 2019. — 240 ¢. — (Bricmiee
obpaszosanne). — ISBN 978-5-534-01678-9. — Texkcr : anextponHsiit // DbC KOpaiir [caiit]. — URL:
https://www.biblio-online.ru/bcode/444046

3amuTa nHGOpMALH : yuel. mocoOue UIs CTyICHTOB BY30B 10 HAIPABJICHUIO TIOTOTOBKH
"MH(})OKOMMYHUKAITMOHHBIC TEXHOJIOTUHU U cucTeMbl cBsizn" / A. I1. Xyk [u ap.]. - 3-e usn. - Mocksa :
PUOP : Undpa-M, 2018.

AOMOJIHUTEIAbHAsA

. bopucos A.b., KommeHTapwii k rpa1aHCKOMY KOAEKCY POCCHICKOHN (eiepaliii YacTH 9eTBEPTOM

(mocrareiinsiit). [IpaBoBoe perynupoBaHue OTHOLICHUH B cepe HHTEIIIEKTyallbHOI coOcTBeHHOCTH. C
MocTaTelHBIMU MaTepHajlaMy M IPAaKTUYECKUMH Pa3bsCHEHUSIMHU. ABTOP KOMMEHTApHEB U COCTABUTEIb
- A.b. Bopucos - M.: kHmkHBIH Mup, 2007. - 288 c. - isbn 978-5-8041-0286-0 - pexxum nocrymna:
http://www.studentlibrary.ru/book/isbn9785804102860.html

AsepuenkoB, B. W. 3amurta nepcoHanbHBIX TaHHBIX B OpraHu3anuu : MoHorpadus / B. M. ABepueHKoB,
M. 1O. PortoB, T. P. I'altnynun. — bpstHck : bpsiHCKHi Tocy1apCcTBEHHBIH TEXHUUECKUN YHUBEPCHUTET,
2012. — 124 c. — ISBN 5-89838-382-4. — Tekcr : 31eKTpOHHBIH // DNeKTpOHHO-0MOIMOTeYHAs
cuctema IPR BOOKS : [caiit]. — URL: http://www.iprbookshop.ru/6993.html

YuyeoHo-MeTOANYECKASA

. AmunapoB A. B. JlaGopaTopHbIif NpakTHKYM 110 MaTeMaTHYECKHMM METOJAaM 3alluThl MHPOpMAINH :

yue0.-MeToJ1. ykazanus mis crell. "KommbiorepHas Oe3omacHOCTh, "MareMarnueckoe oOecrieueHue u
aJIMUHUCTpUpOBaHHE WHPOpMaMoHHbIX cucteM" / A. B. Amunapos, A. M. Usanmnos, C. M. Pamees.
VipsHoBek @ Yal'V, 2016. 55 c. - URL: ftp://10.2.96.134/Text/Amiranov_2016.pdf

CyteipkuHa E. A. MeTtoanueckre ykazaHus K 1a00paToOpHBIM paboTaM 10 JUCHUIUTMHE «3aiuTa
MpOTpaMM M JaHHBIX» JIJIs cTyJeHToB cnenunanbHocTel 10.05.01 «KoMmproTepHas 6€30macHOCTbY U
10.05.03 «MudopmanronHas 6€30MacHOCTh aBTOMATH3UPOBAHHBIX CHCTEM» OYHOM (HhOpMBI 00yUeHus /
E. A. Cytsipkuna; Yal'V, ®ak. MmareMaTuku, 1HGOPM. U aBUAll. TEXHOJIOTUH. - YIbsaHOBCK : Yil'Y,
2019. - 3aru. ¢ 3kpana; Heony0irkoBaHHBIN pecypce. - DISKTPOH. TekcToBble aaH. (1 daiin : 524 KB). -
Tekcer : anexrponusiid. http://lib.ulsu.ru/MegaPro/Download/MObject/5606
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0) [IporpammHoe oGecnieuenune

MoitOduc CranmapTtasiii, AnpT Pabodas cranmms 8.

Jiist 06pa3oBaTeNLHOTO TpoIlecca Mo JAaHHOW TUCIUILUIMHE HEoO0XO0auM cTaroHapHbii kinacc [TK
C YCTaHOBJIEHHBIM CJI€IYIOUIMM IPOTPAMMHBIM O0ECIICUEHUEM :

e RadASM,

WinAsm Studio,

MS MASM,

fasm,

NASM,

Hex-Rays IDA Pro Disassembler,
OllyDbg.

MS WinDbg,

Syslnternals,

Qt Creator / Qt,

Eclipse CDT.

8) Ilpogheccuonanvrvie 6azvl OaHHBIX, UHGOPMAYUOHHO-CIIPABOUHBIE CUCHIEMbL

1. D1eKTPOHHO-0UOIHOTEYHBIE CUCTEMBI:

1.1. IPRbooks [DnekTpoHHBbIii pecypc]: 37eKTpOHHO-OMOIMOTe Has cuctema / rpynna kommnanuii At [1u
Op Meaua . - DnekTpoH. aaH. - Capatos , [2019]. - Pexxum moctyna: http://www.iprbookshop.ru.

1.2. FOPAHUT [DnekTpoHHslii pecypc]: 3NMeKTpoHHO-OuGnmoTeunas cucrema / OOO DieKTpoHHOE
m3natenbctBo  FOPAMT. - Dnektpon. man. — Mocksa , [2019]. - Pexum moctyma: https://www.biblio-
online.ru.

1.3. KoHcyabTaHT cTyaeHTa [DIEKTPOHHBIA pecypc]: 3JeKTpOoHHO-OmOmmoTeuHas cuctema / OOO
[NonuTexpecypc. - ONEeKTpOoH. JIaH. —  Mockaa, [2019]. - Pexum JIOCTyTIA:
http://www.studentlibrary.ru/pages/catalogue.htmi.

1.4. Jlanb [DneKTpoHHBIA pecypc]: 3nekTpoHHOo-0nbmoteunas cuctema / OO0 DBC Jlanb. - DnekTpoH.
nan. — C.-Tletepoypr, [2019]. - Pexxum moctyma: https://e.lanbook.com.

1.5. Znanium.com [DneKTpoHHBIH pecypc]: 37aeKTpoHHO-OMOIMoTeuHas cucrema / OOO 3HaHuyMm. -
DnekTpoH. aaH. — MockBa, [2019]. - Pexxum noctyma: http://znanium.com.

2. Kouncyabranutllmioc [DnexkTtpoHHbII pecypc]: cmnpaBouHasi mpaBoBas cucrema. /KommaHus
«Koncynprant [Imtocy - QnektpoH. naH. - Mocksa : Koncynsrantllnroc, [2019].

3. Ba3a maHHBIX MePHOAMYECKUX U3MAHUI [DJIEKTPOHHBINA pecypc] : aJeKTpoHHbIe KypHaIsl / OO0
NBUC. - DnextpoH. naH. - Mocksa, [2019]. - Pexxum moctyna: _https://dlib.eastview.com/browse/udb/12.
4. HanmuoHabHAsl 3JIEKTPOHHAs OMOHMOTEKa [DJICKTPOHHBIN pecypc|: 3JeKTpOoHHass OuOIMOTeKa. -
OnekTpoH. naH. — Mocksa, [2019]. - Pexxum noctymna: https://H30.pd.

5. DnekTpoHHasi 0ubamnorexa qucceprauuil PI'B [OnekrponHslil pecypc]: anekTpoHHas Oubnuoreka /
®I'BY PI'B. - DnekrpoH. maH. — Mocksa, [2019]. - Pexxum moctyma: https://dvs.rsl.ru.

6. ®enepaibHble HHPOPMAIMOHHO-00Pa30BaTeNIbHbIE OPTAJIBI:

6.1. udopmarmonnas cucreMa EnuHOE OKHO JOCTyMa K 00pa30BaTENbHBIM pecypcaM. PexuM J0CTyma:
http://window.edu.ru

6.2. DenepasnbHbiii mopTan Poccuiickoe obpazoBanue. Pexum pocryma: hitp://www.edu.ru

7. O6pa3zoBaTteibHble pecypebl Yal'y:

7.1. DnexkrponHas 6ubnmoreka Yal'V. Pexxum poctyna : http://lib.ulsu.ru/MegaPro/Web

7.2. O6pasoBarenbHbli mopran Yiul'V. Pexum goctymna : http://edu.ulsu.ru
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12. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUE JUCHUIIJINHbI

Aynuropus -3/316. Aynutopus Uis TPOBEACHUS JEKIIMOHHBIX, CEMUHAPCKAX W TPAKTHIECKUX
3aHATUN, TEKYIIEro KOHTPOJAS M NPOMEXKYTOYHOM aTTeCTallud, TPYNIOBBIX M HHIAUBHUAYaJIbHBIX
KOHCYNbTanuid. KOMIDIEKT TepeHOCHOTO MYyIbTUMEIUHHOTO O0OpYyIOBaHHA: HOYTOYK C BBIXOJOM B
WnTepner, sxpan, npoektop, Wi-Fi ¢ mocrynom B UnTtepuetr, JUOC,3BC. 432017, YnpsHOBCKast 0671aCTh,
r. YibsHOBCK, yi. HaGepexxnas pexu Ceusry, a. 106-3 xopmyc.

Aynutopust 246 Ui IIPOBEJCHUS 11a00paTOpPHBIX u MIPAKTUYECKUX 3aHATUH,
TEKyImeT0o  KOHTPOJSI M IPOMEXKYTOUYHOW  aTTeCTallid,  TPYNIOBBIX W HHIWBHIAYAIBHBIX
KOHCYJIbTAIIHN. 11 MePCOHATBHBIX KOMITBIOTEPOB, TIPOEKTOD, JKpaH, CHUCTEMBI  3aIUTHI
uapopmarmu: Cobomb, Axkopa, Dallas Lock, Secret Net Studio. Cepep Vimark, AIIKII
"Kontunent",  Mapmpyruzatoper  Cisco, Cucrema  3amuthl  uHQopmanmmu  ViPNet. 432017,
VYnbstHOBCKas 001, T YIIbSHOBCK, yi1 Habepexknas pexku Ceusiry, 1 106-2 xopmyc.

Aymuropust  -230. AynuTtopus Ui CaMOCTOSITENBbHONH pabOTBl. AyIMTOpHS YKOMILUIEKTOBaHA
y4YeHH4YeCKOl MeOenbro. 16 mepcoHaNbHBIX KOMITBIOTEPOB.

Aymuropus -237. UutanpHBI 321 HAydHOW OHMOJIMOTEKH C 30HOW JUIS CaMOCTOSTEIBHOH pa0OTHI
AyanuTopusl YKOMILJIEKTOBaHa y4eHHYecKol Mebenbio. KoMIbroTepHas TeXHUKA, TEJIEBU30D, 3KPaH, IIPOEKTOP.
Cron mnsa mun ¢ OB3. 432017, YinesHOBCKast 0671acTh, I'. YIbSHOBCK, p-H JKene3HonopoxHslid, yi. Habepexxnas
p- CBusirn, Ne 106-1 kopmyc.

Peanm3zamus mporpaMMBbl IUCIUIUIMHEL TpeOyeT Hammdus ydeOHou maboparopuu. O6opyaoBaHne
yueOHOIT 1abopaTopuu: MOCaTOYHbIE MeCTa IO KOJIMYECTBY CTYJCHTOB. TE€XHUYECKUE CPEICTBA OOYUYCHUS:
KOMIIBIOTEPHI C JIMIEH3HOHHBIM IPOTPaMMHBIM 00eCTICUCHHUEM:

® RadASM,
WinAsm Studio,
MS MASM,
fasm,
NASM,
Hex-Rays IDA Pro Disassembler,
OllyDbg.
MS WinDbg,
Syslnternals,
Qt Creator / Qt,
Eclipse CDT.

13. CHEHUAJIBHBIE YCJIOBUSA IS OBYUYHAIOHIUXCSA C OT'PAHUYEHHBIMUA
BO3MOXHOCTSAMU 310POBb
B cirydae HeoOXoAMMOCTH, 00YYarOIIMMCSI U3 YUCIIA JUI] C OTPAHWUYSHHBIMH BO3MOXKHOCTSAMHU
3I0pOBBs (110 3asBJICHUIO OOYYAIOIIErocs) MOTYT IMPEAJIaraThCsi HEKOTOPhIE M3 CIIEAYIONUX BapUaHTOB
BOCHPHUATHUS MHPOPMALIMU C YIETOM MX MHIUBUAYAIBHBIX ICUXO(PHU3UISCKIX 0COOCHHOCTEH:

— NS JUI] ¢ HAapYIICHWUSMH 3pEHUs: B IeYaTHOH (opMme yBemudeHHBIM mpupTOoM; B dopme
AJIEKTPOHHOTO JIOKYMEHTa; B Qopme aynuodaiina (mepeBos y4eOHBIX MaTepualoB B ayaunodopmar); B
nme4yatHo ¢opme Ha s3bpike  bpaiig; MHAMBHIyalbHbIE  KOHCYJbTAllMA C  HPHUBJICYCHHUEM
TU(IOCYpAOTIEPEBOAUNKA; WHANBUyaTbHbIE 3aaHNS U KOHCYJIbTAIUH;

- JUIS JHIl C HApYUICHUSMU CiIyXa: B re4datHoil ¢opme; B (opMe BJIEKTPOHHOTO JOKYMEHTA,
BHJICOMATEPHAIbl ¢ CYOTUTPaMH; MHIMBUAYaIbHBIC KOHCYJIbTAI[MK C HPUBJICUCHUEM CYPAONEPEBOAUNKA;
WHJUBUYaJIbHbBIC 3aJaHUSI U KOHCYJIbTAllUU;

— s JUI] ¢ HapYyIICHWsIMH OIIOPHO-IIBUTATEIBHOTO armapara: B TmedaTHOW Qopme; B dopme
3JIEKTPOHHOTI'O IOKYMEHTa; B (popMe ayaunodaiiia; MHANBUIYaIbHbIC 3aaHUS U KOHCYJIbTAI[UH.

B ciyyae HeoOXOAMMOCTH HCIONB30BaHHS B YYeOHOM IIPOLECCE YaCTUYHO/HUCKITFOUUTEIBHO
JUCTAHIIMOHHBIX 00pa30BaTeIbHBIX TeXHONOrHid, oprann3anus padotsl I1I1IC ¢ obyuaromumucs ¢ OB3 u
HMHBaJIMJIAMHU TPEAYCMaTPUBACTCS B AJIEKTPOHHON MH(POPMAIMOHHO-00pa30BaTEILHON CPeJie ¢ yUYETOM HX
WHIMBUIYATBHBIX ICUXO(DU3NIECKUX 0COOEHHOCTEH.

_—

IOOeHT Cvreipruna Exatepuna AnekceeeHa
SONEHOCTR: =HO

Paspaborami:
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